
TREND MICRO™ 

ENDPOINT SUITES
Complete security and simple packages from your proven security partner

Get smarter security that goes where your users go
The threat landscape is constantly changing and traditional security solutions can’t keep up. Moving  
to multiple point products on a single endpoint results in too many products that don’t work together, 
increases complexity, and leaves gaps in your security. To further complicate matters, with increasing 
remote workers, you need access to cloud solutions to improve agility.

There is no magic solution that stops all of today’s evolving threats. You need smart security that 
uses the right technique for each type of threat without slowing you down. Security that is connected 
by using multiple layers to stop emerging threats and attackers faster. Security that is optimized to 
work in your environment from a forward-thinking, proven vendor that is always working on the next 
generation of security. It’s time to think seriously about Trend Micro Endpoint Suites.

SOLUTION BROCHURE  



Risk Management Requires Layered Protection
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on any device, reducing initial  
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Detect and block threats hitting the 
data center and user environments 
to maximize efficiency

Protect server workloads wherever they 
may be—physical, virtual, or cloud
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Trend Micro Endpoint Suites:  
Automated, Insightful, Connected  
AUTOMATED: Effectively protect, detect, and respond to zero-day threats. Endpoint Suites uses a blend of next-
generation anti-malware techniques and the industry’s most timely virtual patching to stop attackers quickly.

INSIGHTFUL: Get exceptional visibility across your environment with central visibility and control across protection 
points. Access to Trend Micro Vision One™ provides extended detection and response (XDR) for extensive 
investigation and threat hunting.

CONNECTED: Quickly respond to attacks with real time and local threat intelligence updates along with a broad API 
set for integration with third-party security tools. Flexible deployment options fit perfectly with your environment.
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Eliminate Security Gaps with Superior Protection  
Endpoint Suites protect all user activities, reducing the risk of sensitive information loss.  
Leverage advanced protection with endpoint, email and collaboration, web, and mobile security.  
The result is a protective shield that is extremely difficult for cybercriminals to penetrate.

•  Maximum protection. XGen™ security goes beyond next-generation security to synthesize high-fidelity machine 
learning with a blend of threat techniques.

•  High-fidelity machine learning. Used on pre-execution and runtime analysis for more accurate detection. Noise 
cancellation techniques like census and safelist checking at each layer to reduce false positives.

•  The  broadest  threat  protection. Includes a full range of integrated defense across gateways, endpoints, mobile 
devices, servers, and security as a service apps. Throughout the entire network, you receive multiple layers of 
anti-threat capabilities to protect against even the newest and most sophisticated threats.

•  Detection and response. Trend Micro Apex One™ includes automated detection and response capabilities within 
a single agent, such as behavioral monitoring and ransomware rollback. Endpoint telemetry is sent to Trend Micro 
Vision One to provide XDR capabilities, including extended detection, automatic sweeping via Trend Micro threat 
intelligence, and intuitive investigation to see more attacks and respond faster.

•  Interconnected security. Automatically share local threat intelligence between endpoint and gateway security  
layers to protect against emerging attacks.

•  Better protection of your information. Integrated data loss prevention (DLP) protects your information. 
Application and port control prevent users from sending information where it doesn’t belong.

•  Comprehensive view of user security. You can manage all layers of security from a single console for 
comprehensive analysis of data and threats throughout your environment.

•  Real-time, connected threat intelligence. Take your protection to the next level with insight from Trend Micro’s 
threat defense experts and real-time updates from our global threat intelligence network.

Intrusion Prevention (IPS) & Firewall
Early Zero-Day Protection
Exploit Prevention & File/Web Reputation
Variant Protection
Application Control
Integrity Monitoring

Pre-Execution Machine Learning

Safe files & 
actions allowed

Known
Good Data

Known
Bad Data

Unknown
Data

Noise 
Cancellation

L
E

G
E

N
D

Behavioral Analysis
Runtime Machine Learning
Network Content Correlation

Custom Sandbox Analysis

Investigation & Response

Malicious files & 
actions blocked

Te
le

m
et

ry
 to

 X
DR

Automated: The Right Technique at the Right Time (XGen™ security)

Protect users without impacting user experience  
With Endpoint Suites, you can count on stronger security that’s lightweight so it won’t impact the user experience. 
It also supports all of the devices and applications that your users want to use. Global threat intelligence from 
Trend Micro™ Smart Protection Network™ rapidly and accurately identifies new threats across all layers of security 
with real-time threat updates.
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INSIGHTFUL: TREND MICRO VISION ONE THREAT DEFENSE PLATFORM  
Depending on the suite, Endpoint Suites include either partial or full access to the Trend Micro Vision One threat 
defense platform for powerful XDR and threat intelligence capabilities. Trend Micro Vision One collects and 
automatically correlates data across multiple security layers, such as email, endpoints, servers, cloud workloads, and 
networks. Using advanced security analytics, it detects and tracks attackers across these layers, allowing security 
teams to quickly visualize the story of an attack and respond more quickly and confidently.

TREND MICRO™ MANAGED XDR  
Managed XDR is an optional service that augments your security team with threat hunting and investigations by 
Trend Micro threat experts. It provides 24/7 alert monitoring, alert prioritization, investigation, and threat hunting 
services to Trend Micro customers. Depending on the Trend Micro solutions in the environment, the Managed XDR 
service can synthesize data across email, endpoints, servers, cloud workloads, and networks to detect attackers, 
determine the full root cause, and provide an incident report and remediation plan.

Trend Micro Vision One: One place for attack discovery, investigation, and response

XDR Data Lake (sensor activity data: telemetry, metadata, logs, netflow)
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Bolster Security and Accomplish More with  
Central Visibility and Management
Multiple layers of connected Trend Micro security solutions are managed from a single 
console. You get one view of all threat information for comprehensive visibility of 
user security in a timely and efficient manner. You’ll be able to dive deeper with user-
centric management, allowing you to easily understand how threats are spreading for 
a particular user across multiple systems, over time. Plus, it’s fast and easy to deploy, 
configure, and manage.

Trend Micro positioned as a Leader and has been named a Leader since 2002 
2019 Gartner Magic Quadrant for Endpoint Protection Platforms.

Trend Micro User Protection solution is powered by XGen™ security, 
an automated, insightful, and connected security approach.

Trend Micro has been positioned as a Leader in the 
Forrester Wave for Endpoint Security Suites 2019, 
Enterprise Email Security 2019, and Enterprise Detection 
and Response 2020.
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Trend Micro Apex Central™: View security events by user across all their devices

Enterprise Detection 
And Response

WAVE 
LEADER 2020

https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.html#_blank


Trend Micro 
Apex One  
with XDR

Smart 
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Smart 
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Complete

Trend Micro™ 
XDR for Users

TOOLS TO SIMPLIFY ONGOING MANAGEMENT AND SUPPORT OF THE SOLUTION

Central Management P P P P

On-Premises, Cloud, or Hybrid Deployment Cloud P P Cloud

24/7 Support P P P P

Integrated DLP P P P P

ENDPOINT

XGen™ Security Anti-Malware P P P P

Vulnerability Protection P P P P

Virtual Desktop Integration P P P P

Mac and Microsoft® Windows® Security P P P P

Endpoint Application Control P P P P

Trend Micro™ Endpoint Encryption P P

Mobile Threat Defense Option P P Option

Sandbox as a Service Option Option Option Option

DETECTION AND RESPONSE

XDR P Option Option P

Managed XDR Option Option Option Option

EMAIL, WEB, AND COLLABORATION

Secure Email Gateway P Option

Integrated Security for Microsoft® Office 365® 
(Exchange®, OneDrive®, SharePoint®, Teams®), 
Box, Dropbox™, Google G Suite™ (Gmail™, Google 
Drive™)

P P

Integrated Security for On-Premises Exchange, 
SharePoint, IBM® Domino® Servers

P Option

Secure Web Gateway P Option

Trend Micro Inc., 225 E John Carpenter Freeway,  
Suite 1500, Irving, Texas 75062  
Phone: (817) 569-8900 Toll-free: (888) 762-8736
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For details about what personal information we collect and why, please see our Privacy Notice on our website at:  
https://www.trendmicro.com/privacy

Endpoint suites that fit your needs:

Save Time and Money with Cloud Solutions 
With cloud-powered solutions for email, endpoint, and web security, you reduce the workload for IT and security teams. There 
is no internal infrastructure to maintain, which not only saves time, but more importantly provides you with the latest patches 
and protection.  Trend Micro Apex One™ as a Service delivers 99.9% availability and Trend Micro’s operations team can even 
proactively fix minor issues on your behalf. Plus, if you’re not quite ready for the cloud, we offer on-premise solutions via Trend 
Micro™ Smart Protection™ Suites. 


